SO Y TEBACNINH CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN DA KHOA TINH Poc 1ap — Tw do — Hanh phtc

S6: 7115/'YCBG-BVT Bcdc Ninh, ngay 03 thang 12 nam 2024
VIV y&u cau bao gia gdi thau Mua
sam, lap dat phan mém diét virus ban
quyén trong 03 nam

YEU CAU BAO GIA
G6i thau Mua sam, lip dit phan mém diét virus ban quyén trong 03 nim
Thudc dw todn mua sam: Mua sam, lip dit phan mém diét virus ban quyén
trong 03 nam

Kinh gui: Cac hang san xuat, nha cung cap tai Viét Nam

Bénh vién da khoa tinh Bic Ninh ¢6 nhu cau tiép nhin béo gia dé tham
khao, xay dung gia géi thau, lam co s& to chirc lva chon nha thau cho goi thau
Mua sam, lip dit phan mém diét virus ban quyén trong 03 nam thudc du todn mua
sam: Mua sam, lap dat phan mém diét virus ban quyén trong 03 nam véi ndi dung
cu thé nhu sau:

I. Thong tin ciaa don vi yéu cau bao gia

1. Bon vi y&u cau bao gia: Bénh vién da khoa tinh Bac Ninh.

Pia chi: Puong Nguyén Quyén - Phuong V6 Cudng - Thanh phé Bac Ninh
- Tinh Béc Ninh.

2. Thong tin lién hé caa nguoi chiu trach nhiém tiép nhan bao gia:

- Ho va tén: Nguyén Thi Nga

- Chac vu: Van thu

- S6 dién thoai: 02223821242

- bia chi email: bvdkbacninh@gmail.com

3. Céch thuc tiép nhan béo gia:

Bénh vién da khoa tinh Bac Ninh tiép nhan bao gia theo mot trong cac cach
thirc sau:

- Nhdn tryc tiép tai dia chi: Bénh vién da khoa tinh Bdc Ninh - Puong
Nguyén Quyén - Phuong Vé Cueong - Thanh phé Bdac Ninh - Tinh Bac Ninh.

- Hodc nhdn qua email (Ban PDF c6 chi ky, dong dau dé Cong ty va file
excel) theo dija chi:bvdkbacninh@gmail.com

4. Thoi han tiép nhan bao gia: Tir ngay 03 thang 12 nim 2024 dén trudc
16h30’ ngay 16 thang 12 nam 2024.

Cac béo gia nhan duoc sau thoi diém néu trén s& khong dugc xem xét.



5. Thoi han ¢6 hiéu luc cua béo gia: Téi thiéu 90 ngay, ké tir ngay 16 thang
12 nam 2024.

I1. N§i dung y&u ciu bao gia:

1. Danh muc hang h6a, dich vu chi tiét: Theo phu luc dinh kém

2. Dia diém cung cép, lap dit; cac yéu cau vé van chuyén, cung cép, lap
dat, bao quan hang hoa:

- Pia diém giao hang: Tai Kho hanh chinh quan tri va lap dat tai cac vi tri
y&u cau tai Bénh vién da khoa tinh Bac Ninh, Buong Nguyén Quyén, Phuong V6
Cuong, Thanh phd Bic Ninh, tinh Bac Ninh.

- Thoi gian giao hang du kién: Giao hang trong vong 72 gio ké tir ngay
nhan duoc yéu cau tir Bénh vién da khoa tinh Bic Ninh (Giao hang trong gio hanh
chinh, dap g giao hang, cai dat kich hoat phan mém theo yéu cau cua chi dau
tu mot 1an hoac nhiéu 1an tuy thugc thiét bi phan ciing cua chi dau tu va dua vao
str dung nhung khong qua 60 ngay ké tir ngdy hop dong c6 hiéu luc dam bao hé
théng hoat dong 6n dinh sau cai dat).

3. Thoi gian thuc hién hop ddng du kién: 36 thang ké tir ngay hop ddng cé
hiéu luc.

4. Du kién vé cac diéu khoan tam ng, thanh toan hop dong:

- Khong tam tng.

- Thanh to&n bang chuyén khoan.

- Thanh toan trong vong 90 ngay ké tir ngay hoan tat cac thu tuc thanh toan
(hoa don, bién ban ban giao va cac chung tir lién quan) bén mua s& chuyén khoan
toan bo so tién dd mua hang hoa cho bén ban.

5. Céc thdng tin khac (néu cd).

- Chat lugng hang hoa méi 100%

- Bdo gia dd bao gébm cac loai thué, phi, 1& phi (néu c6)... va cac khoan chi
phi khac c6 lién quan, bén mua khdng phai tra thém bat ky khoan chi phi nao
khc. ks

Noi nhan;

- Nhu kinh guri;

- Cong thong tin di¢n tir UBND tinh (déng tai);
- Cong thong tin dign tir So' Y te (dang tai);

- Phong CNTT (dang tai trén website cua BV);
- Luu VT, HBXD Gia.

—__GIAM POC

Ha Ba Chan



Iy LUC DANH MyC HANG HOA .
dat phan mém diét virus ban quyén trong 03 nim

N ey :
(Kem theo Yeteau=5a0 gid so 7115/YCBG-BVT ngay 03/12/2024 cua Gidam doc

Bénh vién da khoa tinh Bac Ninh)
Phu luc 01: Danh myuc hang hoa

Danh muc 3 Pon vi S6
TT A N Yéu cau ky thua L
S hang hoa eu cau ky thuat tinh lwong
- Str dung cho 580 may tinh ( bao
M bin | i mem auan @ | B ban
1 | quyén phan y bahgp quan fy tap ‘ 01

trung cai trén may chu quyén
- Yéu cau ki thuat chi tiét tai phu chi
tiét tai phu luc 02

mém diét virus

Phu luc 02: Yéu cdu ky thugt

TT Noi dung
I | Phan mém diét virus cho may Chii, may Tram
1 | Hb tro bao vé cac hé diéu hanh:
1.1 | Hé diéu hanh Microsoft 7sp1, 8, 10,11
1.2 | Hé diéu hanh Microsoft Windows Server 2008 sp1, 2012, 2016, 2019,2022
1.3 | C6 bo cai bao vé cho cac hé diéu hanh Mobile: i0S, Android
1.4 |HO tro hé diéu hanh Linux: Red Hat, CentOS, SuSe, Ubuntu, Debian,
AlmaLinux OS, AlterOS, Amazon, Astra,EMIAS, EulerOS, LinuxMint,
Oracle,Goslinux...
1.5 | Hd trg hé diéu hanh MAC tur phién ban MAC OS X 10.14 hoac phién ban maéi
hon
2 | Chirc nang Anti-Virus
2.1 | Co kha nang phat hién va diét viruses, spyware, worm, trojan rootkit, Keyloger
Macro,...
2.2 | Cho pheép lua chon quét nhanh, quét full, quét tac thoi, quét theo lich trinh va
hd tro quét tir xa qua giao dién quan ly tap trung.
2.3 | Giai phap hd tro quét thoi gian thuc cac file truy xuat.
2.4 | CO kha niang chi quét nhitng file mai va nhiing file c6 sy thay doi so véi lan
quét virus gan nhat giup ting toc do quét virus.
2.5 | Giai phap phai quét bo nho hé thdng dé phai hién cac rootkit, tién trinh an, va
cac hanh vi khéc cho thay ma doc hai dang ¢ gang an giau.
2.6 | Giai phap cé chire nang bao vé Web , dap tng quét cho traffic web, email, file

theo co ché chi dong.




2.7 | Giai phap dap tng chic ning thong bao cho ngudi st dung va quan tri hé théng
vé viéc phét hién d6i twong bi nhiém ma doc qua hop thoai canh bao cho nguoi
su dung; Email, SMS va gui tdi SIEM cho nguoi quan tri.

2.8 | Cho phép ngudi quan trj co thé thiét 1ap mic dinh cac hanh dong s& thuc hién
khi chuong trinh phat hién ma doc: Alert/ Notify, Clean, Delete/ Remove,
Move/ Quarantine.

2.9 | Hb tro cac tinh ning ma nho d6 ngudi quan tri c6 thé 1ap ké hoach ngan chan
viéc bung né lay lan virus trong hé théng.

2.10 | Giai phap c6 chirc ning Quanrantine d6i tugng bi nghi 1y nhiém trude khi thuc
hién Repair/Delete, khi can c6 thé Restore lai tir c4c file nay.

2.11 | Bao vé cac nguy co tir Email bang viéc quét toan bd cac Email vao/ra dé phét
hién va ngin chin cic nguy co tir Email. Ho trg cac giao thic: POP3, SMTP,
IMAP

3 | Chirc nang HIPS (Host IPS)

3.1 | Ngan chan xam nhap vao may chu ngan chan cac tng dung thuc hién cac hanh
vi nguy hiém cho hé diéu hanh ¢am bao quyén truy vao tai nguyén hé diéu hanh
va dur liéu ca nhan

4 | Chirc ning giam sat mang va giam sat hé thong

4.1 | Cho phép xem toan b cac két néi mang trén may tinh theo thoi gian thuc.

4.2 | Cho phép ghi lai hoat dong cua cac ang dung trén may tinh, cung cap thdng tin
nay dé nang cao tinh bao mat.

5 | Chirc nang Firewall

5.1 | Phai c6 chirc nang hd tro kiém soét traffic vao/ra.

5.2 | Cho phép thao tac kiém soat Firewall Client tir xa nhu: Disable, Enable tir xa.

5.3 | Giai phép phai cé kha nang canh b&o, giam sat cac tng dung dang chay.

5.4 | Cho phép tao ra tap luat (rule) dva trén tng dung hoac mang (application
network, network packet rule). Hé tro cac dang protocol: TCP, UDP, ICMP,
ICMPvV6, IGMP, va GRE.

6 | Chirc nang Device control

6.1 | Phai c6 kha ning ngan chan thiét bi ndo c6 thé hoic khéng thé st dung trén
Windows.

6.2 | Phai c6 kha niang ngin cam cac ung dung chay tir thiét bi luu trir ngoai.

6.3 | Phai c6 kha ning thiét Iap lich duoc sir dung thiét bi cam ngoai qua giao tiép
USB.

6.4 | Cho phép thiét Iap danh sach cac thiét bi cam ngoai dugc st dung (Trusted
Device).

7 | Chirc nang Web Control
7.1 | Loc Web theo URL, Category, Data, Content.




7.2 | Gidi han truy cap Web theo lich

7.3 | - Cho phép quét toan bo giao tiép théng qua giao thic HTTP, HTTPS, kiém
tra toan b6 URL xem cd trong danh sach cac website chira ma doc hay
website ltra dao hay khéng.

- Cho phép tao ra cac luat dé han ché hay cAm ngudi dung truy cap vao nhiing
noi dung khéng cho phep.
- Tap luat c6 thé thuc hién theo lich, cho phép cac luat thuc hién theo thoi
gian cu thé.

8 | Chirc nang Application Control

8.1 | Cho phép thiét 1ap danh sé&ch tring bang viéc phan loai cac (ng dung theo danh
gia ciia nha san xuat, hodc sir dung cdng nghé dién toan dam may.

8.2 | Cho phép tao ra danh sach trang céc ung dung theo nhém ngudi st dung bang
viéc két hop voi AD/LDAP.

8.3 | Kha ning thiét lap danh sach den cac tng dung theo nhém, theo sy phan loai
ctia nha san xuat hoic theo co ché bao mat cia mdi don vi sir dung.

9 | Chirc nang Virus Update

9.1 | Hb tro update bang tay tai Client tir Server quan ly.

9.2 | Hb trg Update cho nhiéu Client tir Server quan ly.

9.3 | H6 tro lap lich tu dong download update.

9.4 | Server quan ly trung gian: C6 thé tai Update tir nhiéu nguon khac nhau (tir
server quan ly cap trén, tir nha cung cap qua Internet), c6 thé thiét 1ap viéc lya
chon nguon update.

9.5 | Giao thirc dung dé update virus tir nha cung cap, tir may chu Ia giao thirc chuan:
HTTP,HTTPS, FTP, SMB share va c6 thé hoat déng thong qua Proxy.

10 | Chikc niing quét 16 hong bao mat

10.1 | C6 kha ning quét 16 hong bao mat cac san pham caa Microsoft va cac hing
khéc.

10.2 | Bao vé thiét bi khoi ransomware bao gom ca cac thu muc chia sé trén may cha
( ransomware including protection for server share folders)

10.3 | Phuc hoi dit liéu bi nhiém ma doc ( Malicious action rollback)

11 | Mét so chire niing bao vé khac

11.1 | Thanh phan bao vé AMSI hd trg quét phan mém doc hai tir Microsoft
Kha nang tw bao vé:

- Phan mém diét virus phai ¢ kha ning ty bao vé trudc cac mébi nguy co tir

11.2 mi doc, nhu viéc ma doc mudn xda chuong trinh diét virus ra khoi may tinh.

Viéc bao vé duoc thuc hién trén file cua truong trinh trén 6 dia, trén RAM va
trong Registry.
- Ngin chan tat ca qua trinh diéu khién chuong trinh diét virus qua may tinh




diéu khién tur xa.
- Thiét lap Password dé bao vé chuong trinh khi mudn truy cap hay thuc hién
cac tac vu cu thé.

11.3

Tinh ning Phat hién va ngin chin cac thiét bi USB mé phong gia mao thiét bi
ban phim (BadUSB Attack Prevention)

12

Chirc nang Report

12.1

H0 tro report cac thong tin ngay tai may tram: Virus quét duoc; vi tri file nhiém
virus; vi tri file backup; file dugc backup; trang thai Start-stop cta service theo
ting ngay.

12.2

HG tro thong k&, bao cdo tinh hinh virus trén toan mang.

12.3

HG tro thdng ké, béo céo theo lich

12.4

HJ tro bdo cdo, thong ké tinh hinh cai dat, trang thai update virus trén toan
mang

12.5

HG tro xuat bao cdo qua nhiéu dang khac nhau" PDF, XLS,..

12.6

- Cac bao céao phai dugc phan loai theo muc d6 quan trong.

- Céc thdng béo hé thong dugc thyc hién dudi dang Pop-up trén thanh
Taskbar.

- Hién thi nhiéu thong tin trén Dashboard.

- Céc canh béo c6 thé thuc hién qua: Email

13

Quan ly tap trung

13.1

Phan mém quan tri tap trung hd tro cai dit trén cac hé diéu hanh: Microsoft
Windows 7 SP1, 8,10,11 Server 2008 SP1, Server 2012, Server 2016, Server
2019, Server 2022

13.2

Phan mém quan tri tap trung cho phép trién khai phan cap theo co ché Master/
Slave dé phu hop vai cac td chic 16n.

13.3

Giao dién phan mém quan tri c¢d thé cai dat trén Window,Linux .Hb trg giao
dién theo chuan MMC cua Microsoft va giao dién Web.

13.4

HG tro gd bo cac phan mém tir xa trén cac may Client.

13.5

Quan ly phan ctiing dya trén cac théng tin trén Registry.

13.6

Co tinh nang quan ly moblie android,10S

13.7

Cho phép phan tng tu dong khi phat hién virus vugt qua gidi han

13.8

Giai phép chi can mot Agent chay duy nhét quan Iy cho cac module ciia chuong
trinh.

13.9

Giai phap phai cd kha ning tap trung quan ly, trién khai, bao céo.

13.10

Kha ning phan chia nhém quan ly va thiét 1ap cac chinh sach quan ly khac
nhau.

13.11

Giai phéap c6 kha nang cho phép ngudi quan tri kiém soat ngan ngira Viéc St
dung License phan mém Antivirus mot cach trai phép.




13.12

Kha nang thiét 1ap cau hinh Anti-virus, Firewall toi tirng may tram tir xa va
khong cho phép ngudi sir dung binh thudng thay doi cac thiét 1ap nay.

13.13

HG tro bao céo, thdng ké tinh hinh cai dt, trang thai update virus trén toan hé
théng.

13.14

Chure nang quan ly, 4p dung chinh sach khéng phu thudc vao Active Directory.

13.15

Chtic ning xo6a dir liéu tir bo quan Iy tap trung khong thé khoi phuc duoc di
liéu da xoa.

13.16

Cho phép nguoi ding cd thé diéu khién dugc phan mém diét virus khi ra khoi
mang cua bénh vién

13.17

Dap ung chi thi 14/CT-TTg cua Tha tuéng chinh phu vé viéc ting cudng bao
dam an toan, an ninh mang nham cai thién chi sé xép hang caa Viét Nam

Hé tro k¥ thuat

Pon vi cung cap phan mém phai c6 tong dai ho trg ky thuat tir xa tai Vit Nam

1 | voi thoi gian hd tro tat ca cac ngay trong tuan (tir 8h sang dén 10h dém)
Nhan vién truc tong dai hd trg k§ thuat phai duoc dao tao va c6 dugc ching
2 | chitu héng




(Mdu Bang béo gia kém theo Yéu cau bao gia ngay 03/12/2024)

BANG BAO GIA

Kinh guri: BENH VIEN DA KHOA TINH BAC NINH
Pia chi: Puong Nguyén Quyén — Phudng V5 Cudng — TP Bac Ninh — Tinh Béc

Ninh

bién thoai: 0222.3.821.242
Email: bvdkbacninh@gmail.com.

1. Cdng ty/cura hang ching toi kinh gui quy Bénh vién béo gia sau:

STT
thﬂeo Danh Diic Pon ) o Han’g/ ‘
Stt yéu | muc tinh. K¢ Vi So Kyma | Nuwéc Pon Thgnh

cau | hang yow lwgng | hiéu san gia tieén
, , thuat | tinh X
bao hoa : xuat
gia

Téng

cong

(Thanh tién bang ChaE: ......c.eeeveeeeeeeeeeeeeeeeeenn, 1)

(Yéu cau nha thau dinh kém phu luc ddc tinh ky thudt cia hang hod)

2. Bao gia da bao gdm cac loai thué, phi, 1& phi (néu c9)..., va cac khoan chi phi

khac c6 lién quan, bén mua khong phai tra bat ky mét chi phi nao khac.

3. Hang hoa médi 100%. Bao hanh theo thiéu chuan ctia nha san xuat......

(néu co).

4. Bao gia ndy c6 hiéu lyc trong vong: 90 ngdy, ké tir ngay 16/12/2024.

5. Chung t6i cam két:

Théang

- Chiu trach nhi¢m vé vi¢c cung cap thong tin v€ gia ciia hang hoéa, dich vu

phu hop véi kha ndng cung cap ciia minh va bao dam viéc cung cap bdo gia khong

vi pham quy dinh ctia phap luat vé canh tranh, ban pha gia hodc nang khéng gia.




- Khéng dang trong qua trinh thuc hién thu tuc giai thé hodc bi thu hoi Gidy
ching nhén dang ky doanh nghiép hoic Gidy chimg nhan ding ky ho kinh doanh
hodc céc tai liéu tuong duong khéc; khong thudc truong hop méat kha nang thanh
toan theo quy dinh ctia phap luat vé doanh nghiép.

......... ngay .... thang .... nam 2024
PAIl DIEN PON VI BAO GIA
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