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V/v trién khai phrrong 4n bao dam an ninh,
an toan thong tin va trng ctru sy ¢4 an ninh
mang phuc vu bau cir dai biéu Quéc hoi
khéa XVI va dai biéu Hoi ddng nhén dan
céc cdp nhiém ky 2026-2031

Kinh gtri:
- Céc ban, co quan thudc Tinh uy;
- Uy ban MTTQ tinh;
- Céc s6, co quan truc thugc UBND tinh;
- Céc co quan trung uwong trén dia ban tinh;
- Co quan béo chi, dai phat thanh, truyén hinh, co quan thong
tan trén dia ban tinh;
- Chi nhanh doanh nghiép vién thong trén dia ban tinh;
- UBND céc x4, phuong.

Bau ctr dai biéu Quéc héi khéa XVI va dai biéu Hoi ddng nhan dan céc cip
nhiém ky 2026 — 2031 (sau d4y goi chung 1a “cudc bau ct”’) duoc trién khai, té chirc
trén toan quéc vao ngdy Chu nhat (15/3/2026) 1a sy kién chinh tri quan trong ctia dét
nuée, 1a dip ¢ méi ngudi dén tryc tiép thé hién quyén lam chu, thé hién ¥ chi va
trach nhiém d6i véi su phat trién cta dat nude. Thuc hién K& hoach sb 24/KH-
TBANTT ngay 14/01/2026 ctia Tiéu ban an ninh, trat tu cudc bau cir; Chi thi sb
06/CT-UBND ngay 09/12/2025 ctia UBND tinh vé thuc hién dot Cao diém tin
cong, tran ap toi pham b&o dam an ninh trat ty Pai hdi dai biéu toan quoc lan thir
XIV, bau cir dai biéu Quéc hdi khoa X VI, Hoi déng nhén dan céc cap nhiém ky
2026 - 2031, Tét Nguyen dan Binh Ngo 2026, cac su kién 16n cua dat nudc, dia
phuong va cac 18 hoi ddu nim. Nhdm dam bao an ninh, an toan thong tin va ing
ctru s ¢6 an ninh mang phuc vu cude bau cir, Cong an tinh dé nghi céc co quan, don
vi, doanh nghiép c6 lién quan t6 chirc thuc hién cc noi dung sau:

1. Trién khai phuong an dam bao an ninh, an toan thdng tin va tmg ctu su
cb an ninh mang dbi véi hé thong théng tin dang quén ly, van hanh (c6 phuong
an kem theo).

2. Tang cuong cong tac dam bao an ninh, an toan thong t1n d6i voi trang thiét
bi trién khai tai cac dia diém bau cir cép tinh, xa phuong bao gom Hé thdng mang
ndi bd LAN/VLAN, Wifi, cac thiét bi dau cudi (m4y tinh, thiét bi tdc nghiép), hé
théng thu phét séng, truyén thanh, truyén hinh truc tiép, thiét bi san khéu, hoi
truong, man hinh LED, pano, &p phich dién tr... phuc vu bau ctr.
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3. iy manh tuyén truyén, phd bién, gido duc phép luat vé bao dam an ninh
mang, an toan thong tin, bdo vé BMNN trong ndi bd c4c co quan, don vi, doanh
nghiép; dong thoi, diy manh tuyén truyén vé cong tic bao dam an ninh mang, an
toan thong tin trén trang thong tin dién t0r, trang mang x& hdi va cac phuong tién
thong tin dai ching phd bién nham nang cao nhan thirc, trach nhlem ctia mdi can bo,
cdng chirc, vién chure, ngudi lao dong va nhan dan trén dia ban v& ¥ nghia, tim quan
trong vdi cong tac nay.

4. Trong qua trinh thyuc hién néu c6 thong tin can trao dbi, cac co quan, don
vi, doanh nghiép lién hé véi Cong an tinh (qua Phong An ninh mang va phong, chong
t6i pham svr dung cong nghé cao, dong chi Trung ta Vii Anh Dic, Pho trudng phong,
SPT: 0982.072.102) d& duoc hudng dan./. ot ——

Noi nhin: ’;/

- Nhu trén;

- Bo Cong an (Cuc ANM&PCTPSDC\IC),
- D/c Bi thu Tinh uy (dé b/c4o);

- B/c Chu tich UBND tinh;

- B/c Chu tich HDND tinh;

- P/c Giam déc CAT;

- Luu: VT, ANM (ATTT).

T‘ GIAM DOC




PHUONG AN ’
Bdo dam an ninh, an toan thong tin va @ng ciru sy ¢o an ninh mang
phuc vu bau cir dai biéu Qudc hdi khéa XVI va dai biéu
Hji ddng nhin dan cac cAp nhiém ky 2026-2031
(Kém theo Céng vin s6 672/CAT-ANM ngay 01/02/2026 cia Céng an tinh)

I. QUY DINH CHUNG

1. Pham vi, d6i twong ap dung

- Pham vi: Céc co quan Pang, Nha nudc, td chtrc chinh tri, co quan, doanh
nghiép lién quan dén cong tac dam bao an toan thong tin mang (ATTTM) trén dia
ban tinh.

- Poi tuwong: Phuong an nay 4p dung ddi v6i cac hé thdng thong tin trén dia
ban tinh; trang/cong thong tin clia cac dai phét thanh, truyén hinh, co quan théng tén
bao chi trong va ngoai nudc trién khai tai cac dia diém bau cur cap tinh, x4, phuong,
bao gom: Hé thong mang ndi bd LAN/VLAN, Wifi, hé thong may chu (web, luu tri,
CSDL), hé thong kiém soat truy cap, tudng lira, IPS/ IDS, SIEM/SOC, cac thiét bi
dau cudi (may tinh, thiét bi tac nghiép), hé thong thu phét song, truyén thanh, truyén
hinh tryc tiép, thiét bi san khau, hoi truong; man hinh LED, pano, 4p phich dién tir
phuc vu bau ct.

2. Nguyén tic bio dam an ninh mang, an toan thong tin

-Tuén tht day du cac vin ban quy dinh v& viéc bao dam an ninh mang, an
toan thong tin; tmg pho, khic phuc su ¢6 ATTTM,; quy trinh, quy ché quan ly,
vén hanh, khai thac, st dung hé thong.

- Ha tang k¥ thuat, trang thiét bi phuc vu cudc bau ctr phai c6 ngudn goc,
xuét xr rd rang, dugc kiém tra an ninh, an toan theo quy dinh.

- Trién khai céc giai phap, phuong 4n ddm bao an ninh mang, an toan thong
tin cho hé théng thong tin theo quy dinh; ra soat, chuén héa cac chinh sach bao
mat cho hé théng.

II. PHAN LOAI SU CO AN NINH MANG

1. Phan loai theo tinh chat tin cong

- Tan céng tir chéi dich vu (DDos): Lam gian doan hodc té liét hoat dong cua
trang/cong thong tin dién t phuc vu cudc bau cir, cac dich vu, may chu hé thong
thong tin bang cach lam ngap hé thong véi luu lugng truy cip qua muec tir nhiéu
ngudn khac nhau.

- Tdn cong thay déi giao dién (Deface): Tin tic xAm nhap hé thong quan tri
trang/cong thong tin dién tr, man hinh LED, bang dién tir, pano, ap - phich tuyén
truyén dé lai thong diép chinh tri, noi dung xdu doc, de doa hoic video- hinh anh
khong dung thuan phong my tuc..

- Tan céng chén mé déc (Malware Ransomeware) T1n tac xam nhap hé
thong thong tin va cai dit phan mém doc hai nhdm danh cip thong tin, BMINN,
pha hoai hé thdng, gian diép hosc tong tién.
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- Tén céng c¢é chu dich (APT): La mét dang tan coéng c6 to chirc, kéo dai,
dugc 1én ké hoach k¥ ludng, nham x4m nhap hé théng mang ctia Qubc hoi va Hoi
ddng nhéan dan (HDND) céc cép dé kiém soat, theo doi, danh cip thong tin mot
cach bi méat, lau dai ma khéng phat hién ra bang cach thong thuong.

- Tan cong lira dao (Phishing): Gia mao thong tin, danh tinh (email, website,
tai liéu, tin nhén...) dé lira ngudi dung cung cap thong tin nhay cam nhu tai khoan
truy cap, mat khau, ma OTP, tai liéu ndi bo, hodc vo tinh bAm vao duong link dé
cai dat phﬁn mém, ma doc.

- Tan céng qua mang xa héi, truyén théng (Fake news, botnet): Loi dung nén
tang facebook, X (Twitter), Youtube, Tiktok, Zalo... dé phat tdn ma doc, ltra dao,
mao danh tinh, phat tan thong tin sai Iéch nham gay roi loan thong tin, [am giam
uy tin 1anh dao, can thi€p du luén, lam 19 thong tin bi mat doi tu, dinh hudng sai
du luan x3 hoi, rdi loan truyén thong, gdy chia ré ndi bd, tung danh sach can bg,
nha bdo...

2. Phan loai theo mirc d nghiém trong

- Nghiém trong muc I (muc cao): La loai su cd gdy gian doan hoan toan hoac
lam té 1iét hé thong thong tin quan trong, gdy rod ri théng tin cir tri, hodc din dén
mat quyén kiém soat hé théng, anh hudng truc tiép dén ANQG va hoat dong diéu
hanh cua Ban T6 chuc. Tinh hudng c6 thé 1a: Danh sach cir tri, thong tin cir tri,
két qua bau cir khong chinh xéc bi dua cong khai 1én mang x4 hoi, internet; Trang
thong tin chinh thirc cia HDND céc cap bi thay ddi giao dién, xuét hién théng tin
phan dong, xuyén tac dudng 16i chinh sach cua Pang, Nha nuéc...

- Nghiém trong mikc II (mikc trung binh): La su cb gdy anh hudng dén mot
phén hé théng hodac mgt nhom nguodi dung, lam gian doan tam thoi cac hoat dong,
anh hudng dén tinh sin sang hodc do tin cdy cua hé théng thong tin nhung khong
gdy ra hau qua nghiém trong dén hé théng diéu hanh, khong 1am 16, mat BMNN.
Vi du: hé thong bi tan cong ro quét mat khau, thim do; trang thong tin dién tr
Poan dai biéu Qubc hoi va HDND tinh khong thé cép nhat thong tin trong thoi
gian ngén; man hinh dién tr bi treo logo hoac nhép nhay; may tinh phuc vu cudc
bau cur chua duoc kiém tra an ninh, an toan bi nhiém virus, ma ddc...

- Nghiém trong mike III (mikc thép): La su ¢b nho khong gay gian doan dich
vu, hé théng mang, khong xam nhdp vao h¢ théng quan trong, khong lam mat dir
liéu nhung tiém an nhiéu nguy co néu khéng dugc xir ly kip thoi. Su ¢b nho
thuong la cac su ¢ & thiét bi ca nhan, thiét bi dau cudi, cac biéu hién spam, xam
nhap khéng thanh cong, do doan mat khau, nghi ngd email, tin nhén rac...

3. Phan loai theo ddi twong bi anh hwéng

-Ha téng mang, hé théng thong tin trén dia ban tinh.

- Ha tang mang, hé thong truyén thong clia co quan thong tdn bao chi trién
khai trén dia ban tinh.

- Ha tAng mang, hé théng truyén hinh, truyén thanh truc tiép trén dia ban tinh.

- Céc thiét bi dau cudi, nguoi dung cubi (endpoint): May tinh, dién thoai, tablet,
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may ghi hinh, camera, dién thoai VoIP, thiét bi video conference, thiét bi IoT...

- Hé théng tuyén truyén, truyén thong dai chiing: Smart tivi, man hinh LED,
bang dién tu, Fanpage chinh thirc cia HDND cac cp, trang bao dién ti, cac nén
tang s6 (app, OTT, web)...

III. QUY TRINH UNG UNG CUU SU CO

1. Phat hién su ¢

- Phét hién sém céc cudc tAn cong mang hodc su ¢d an toan thong tin mang;
khoanh ving nhanh, tranh dé lan rong, gy anh hudng dén toan bo hé thong thong
tin; hé théng canh bao tu dong gitip Xt 1y su cb an toan thong tin sém nhét c6 thé.

- Phat hién béng cac phuong thirc giam sat tu dong, st dung cong cu k¥ thuat
phat hién bat thuong IDS/IPS, SIEM/SOC, Filewall logs, Endpoint Security/EDR,
giam sat luu lugng mang, hoac phat hién sy cb qua thiét bi dau cudi cia ngudi ding,
dai biéu...

2. X4c dinh va danh gia sw ¢b

T4 trudng tb ing clru su ¢d xac nhan va kiém tra canh bao c6 dung la su ch
thuc su hay khong, hay chi la canh bao gia (False alarm) do hé théng phat hién
nham hodc thao tac sai ctia nguoi dung; danh gia mirc d6 nghiém trong cta su cb
theo mirc d6 thap, trung binh, cao, nghiém trong dé dua ra quyét dinh xtr ly ban
dAu; dua vao két qua dénh gia s& quyét dinh ¢6 1ap mot s6 thanh phéan ctia hé thong
thong tin, trién khai img ctru toan dién hay c6 can bao cho cip trén dé dugc hudng
dan, chi dao.

3. C6 lap, khoanh ving sw ¢6 an ninh mang

D4y 1a giai doan then chét gitip ngan chan su cb lan rong va kiém soét pham
vi anh huéng dén toan bo hé thong thong tin nhu ngan chin 1ay lan cia ma déc,
truy cép trai phép dir liéu; gitr 6n dinh hé théng con lai dé c6 diéu kién phan tich,
xir Iy su ¢b an toan; can c6 14p, khoanh ving khi phat hién may chu, thiét bi, tai
khoan c6 d4u hiéu bi xam nhép, phat hién ma doc cé hanh vi bat thudng trong hé
thdng, website bi tAn cong thay doi giao dién, thay do6i ndi dung trai phép...; co
lap & cép do mang nhu chén IP, mién (domain) dang tAn cong, tam thoi tit cc
VLAN, subnet hoic ngit thiét bi nghi ngd; chuyén huéng luu luong mang qua hé
théng loc (WAF, Anti-DDoS) dé co 1ap gdi tin doc hai; cd 1ap & cép do tai khoan,;
c6 1ap logic trong phan mém, hé thong.

4. Phan tich, xir ly

- Thu thap dit liéu, ching cu s6 tur filewall, may chu, thiét bi ddu cudi, hé
diéu hanh, tng dung...sau d6 sir dung céc cong cu phan tich log, phan tich gdi tin
mang béng cac cong cu ELK Stack, FTK Image, Autopsy, Wireshark; xac dinh
nguyén nhan gbc nhu 16 hdng bao mat chua duge v4, mat khdu yéu, cau hinh sai,
thiét bi dau cudi bi cai ma doc, tai khoan ndi bd bi danh cip...

- Xt Iy su ¢ qua cac hinh thirc x6a bé ma doc, va 16 hdng hé didu hanh,
phan mém tmg dung; d6i mat khau toan hé thdng, nhét 14 tai khoan quan tri; ting
cudng phan quyén, xac thuc da yéu td; tét cac dich vu khong can thiét, déng cong
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mang khong dung dén...; kiém tra k¥ ludng khi dua hé théng hoat dong tré lai.

5. Khoi phuc va theo doi

Dua hé théng trd lai trang thai an toan, 6n dinh, hoat dong binh thuong bao
dam khoéng con ma dgc, cira hau, khong con nguy co bi tin cong tiép; khoi phuc
dir liéu, dich vu va két ndi thong tin bao chi, truyén thong, website, truyén hinh
truc tiép. Cac budc khdi phuc cu thé gé)m: (1) Kiém tra toan bd hé théng, diét ma
doc, x6a hodc thay thé nhirng thanh phén bi hong, 16i; (2) Khoi phuc dir li€u tu
ban sao luu gan nhét nhung an toan, khéng bi nhiém ma doc nhu VM snapshot,
system image..; (3) Céau hinh lai hé théng va kiém tra an toan: cap nhat ban va,
d6i toan bo mat khau hé thdng, céu hinh lai Firewall, WAF, phan quyén thu muc
tai khoan nguoi dung; (4) Van hanh, kiém tht cac dich vu chinh nhu Website,
truyén hinh truc tuyén, livestream, hé thong dang ky dai biéu, tra ctu thong tin,
file server...Test mang noi bg, két ndi cac thiét bi dau cuéi, wifi, may in, camera.
Gidm sét thoi gian thuc sau khi khéi phuc; (5) Pua hé thdng thong tin hoat dong
trd lai, ddi véi trang/céng thong tin dién tir can g0 ché d6 bao tri, gui thong bao
dén céac bo phan lién quan, m& lai truy cap cho nguoi dung, phong vién, dai biéu,
ban t6 chtc.

6. Bio cdo, tong két, rit kinh nghiém

B4o cdo ve su ¢cb an toan thong tin mang phuc vu cudc bau cir can phai néu
rd ddy di cac thong tin vé su ¢, dién bién, nguyén nhan, bién phép da trién khai
ng ctru sy ¢, dénh gid anh hudng tac dong dén hoat dong truyén thong, thiét hai
vé dit ligu, mtic d¢ su c6, néu khong xit 1y kip thoi ¢6 thé anh hudng nhu thé nao
dén uy tin cua ban t6 chuc su kién. Tir do, rat kinh nghiém va kién nghi dé xuét
trong thoi gian téi.

IV. MOQT SO SU CO CU THE VA HUONG XU LY BAN PAU

1. Trang thong tin dién tir Poan dai biéu Qudc hdi tinh va HPND cac
cap bi tn cong tir chdi dich vu DDoS

- Cdch nhdn biét: Trang thong tin dién tir ctia tinh chdm bét thuong hodc
khong thé truy cap, thoi gian tai trang tdng dot ngot, trinh duyét bao 16i Gateway
timeout, Service Unavailable (503)...; luu lugng truy cap ting dot bién, s luong
request t6i server ting bat thuong; tai nguyén may chu bi st dung quéa muc; su b
khong theo quy luat binh thuong, cé mot s6 dich vu trén web hoat dong, c6 dich
vu thi khong...

- Huéng xir Iy: Don vi van hanh, 1ap tic ¢6 14p hé théng bang Firewall hodc
st dung dich vu chéng DDoS dé loc traffic; gi61 han truy cép, uu tién cac dich vu
quan trong; xac dinh IP ngudn va loai hinh tdn cong 1a SYN flood hay UDP
flood...; lién hé nha cung cap dich vu ISP bd sung bang thong néu thiy cén thiét.

2. M4y tinh phuc vu cudc bau cir bi nhiém virus, mi doc, phin mém
doc hai

- Cdch nhdn biét: May tinh chay cham bét thudng; thoi gian khoi dong may
tinh kéo dai hon binh thuong; cac ng dung bi treo, do hoac tu dong t4t ma khong
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16 ly do; Pop-up quang céo xuat hién lién tuc, ké ca khong truy cap trinh duyét;
trinh duyét bi chuyén hudéng dén cac trang web la; biéu tuong (icon) phan mém,
file, thu muc bi thay d6i, méat hodc xuat hién file la...

- Huéng xir Iy: Ngit két ndi mang dé ngan lan truyén qua may tinh khac;
khoi dong may vao ché do SafeMode; quét virus bang phan mém antivirus ban
quyén; g& phan mém la, ddng ngd; can nhéc cai dat lai hé diéu hanh (chu y sao
luu dir liéu quan trong) néu cac cong cu Antivirus khong loai bé duoc hét
malware, ransomeware. ..

3. Bi tin cong Phishing

- Cdch nhdn biét: Tin tac thuong gui Email, SMS, tin nhéan messenger, zalo,
facebook c¢6 duong link la gidng nhu that nhung c¢6 sai khac nhé (vi du nhu
bacninhgov.com thay vi bacninh.gov.vn), ching yéu cu ngudi ding dang nhép
théng tin ca nhan, yéu cau théng tin tai khoan/mat khau, ma OTP bat thuong.

- Hudng xir Iy: Huéng dan, tuyén truyén nguoi ding, khong nhap vao dudng
link hoc tai tép dinh kém, khong tra 10i tin nhin, email ddng nghi; néu da 1 nhép
vao dudng link hosc tai tép tin dinh kém thi 14p tic ngét két ndi internet, x6a lich
su, cookie, cache trong trinh duyét, chay chuong trinh antivirus, g& bo img dung
la, khéi dong lai may (néu dung iPhone); néu da nhép thong tin vao dudng link la
thi ngay lap tirc d6i mat khau cua tai khoan bi x4m nhap va tai khoan khac dung
chung mat khau do, kich hoat x4c thuc hai yéu t6 dé ting cudng bao mat; truong
hop da 1& nhép thong tin ngan hang vao dudng dan la thi phai goi ngay cho téng
dai ngan hang yéu cau khoéa tai khoan, thé, tit internet banking tam thoi, d6i mat
khau, kiém tra bién dong s6 du.

4. Heé thong thong tin bi tin cong qua 16 hong ing dung, website

- Cdch nhdn biét hé thong bi tan cong mang: Luu lugng truy cép tang dot
bién bat thuong, website phan hdi cham, xuét hién dif liéu la trong co sé dit liéu,
cac hanh vi bat thudng trong log SQL Injection, XSS payloads, brute-force login...

- Hu6ng xir Iy: chan IP tn cong qua firewall hoac WAF, cap nhat cac rule
WAF dé chin payload tn cong, rollback hé thong vé ban backup an toan néu c6
thé, cap nhat code va thu vién 1én phién ban cao nhét va an toan, cap nhat
framework/CMS, kiém tra dinh ky va backup dit liéu thuong xuyén.

5. Trang, cong thong tin dién tir bi tAn cong thay doi giao dién

- Cdch nhdn biét: Trén giao dién website bi chén ky tu, thong diép cua tin
tic (deface), xuat hién hinh anh la, noi dung phan cam...

- Hudmg xir Iy: Dé han ché thiét hai, rti ro khi bi tn cong deface, quan tri hé
thong phai ngat két ndi internet hogc chuyén hudng website sang ché do bao tri
dé ngan chan tin tc tiép tuc khai théc, can thiét chuyén server vé ché do bao tri;
sau d6 ghi nhan logfile cua web server, hé diéu hanh, firewall; phan tich nguyén
nhan, kiém tra 16 hong bao mat (SQL injection, XSS, uploadfile, plugin cii...),
xem xét dén kha nang tai khoan quan tri bi 19, phﬁn mém hé théng hodc CMS co
156 hong, c6 shell/backdoor bi cai...; sau d6 khéi phuc hé théng, ting cudng bao
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mat bang cac cach nhu: doi toan bo mat khau (FTP, SSH, CMS, DB...), cai dat
va céu hinh lai WAF, han ché quyén truy cap, cip nhat cac ban va bao mat méi
nhét, tit hodc gidi han cac chiic nang upload, thuc thi ma.

6. Khi man hinh LED, LCD, pano s, ap phich dién tir bi tin cong chén
ngi dung, hinh anh trai phép

- Cdch nhén biét: Noi dung hién thi bi thay d6i ma khong c6 ai diéu khién,
tu dong hién ra video, hinh anh la, ngi dung phan cam, quang cao tra hinh, c¢ bac,
thong diép chinh tri, man hinh nhay, bi bat tit hodc reset bat thuong...

- Huong xur [y: Lap tic ngét nguén dién, hodc ngét két ndi mang, tat b diéu
khién (controller) d dimg noi dung hinh anh bj chén; 1ap bién ban su ¢b trinh bay
day du thong tin, ghi nhan hinh anh lai lam bang chung, ghi nhan thong tin, thoi
gian xay ra su cd; kiém tra va ngat cac két ndi khong can thiét (wifi, NFC,
Bluetooth); kiém tra cac Port diéu khién tir xa qua internet ¢ bi mé hay khong
(3389, 8080); kiém tra thiét bi xem cé bi két ndi tir xa qua VNC, AnyDesk,
Teamviewer, Ultraview, RemoteDesktop, Seecreen...; gb toan b phén mém diéu
khién ci, cai lai phién ban méi va sach; ddi mat khau truy cap thiét bi; tit quyén
truy cp tir xa néu thay khong can thiét.
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